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Definitions

• Application object

• ServicePrincipal object

• Managed Identity



System-Assigned
• Tied to a specific resource, such as App 

Service or Virtual Machine

• Same lifecycle as the resource. Example: If a 
virtual machine is deleted, the managed 
identity is also deleted.

• Cannot be shared with or assigned to other 
resources

Types of Managed Identities

User-Assigned
• Created as a stand-alone resource

• Independent life cycle. Must be explicitly deleted.

• Can be assigned to multiple resources

• For cases such as:







application
service principal
managed identity

https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals#application-object
https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals#service-principal-object
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview




Taxonomy of identities in Azure AD

Human identities

Non-human 
identities

Employees

External users

Devices

Internet of Things

Service accounts

Workloads
Applications, service 
principals, managed 

identities



Growth of cloud service or application usage
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Challenges of managing and securing workload identities 

Difficult to manage lifecycle:
How to get a visibility into the 
activity of workload identities, that 
enables periodic cleanup

Many traditional IAM capabilities do not apply to workload identities 

Higher potential for secrets or 
credentials to leak: 

How to ensure that workload 
identities are not breached

Lacking capabilities for securing 
access: 

How to remove unnecessary or 
overprivileged access 



Do any of the following apply in your environment?
• Heavy app/workload identity integration with Azure AD

• Currently using Azure AD Conditional Access, Identity Protection, or 
Access Reviews to secure users

• Want to protect identities from compromise

• Subject to regulations and auditor visits



Introducing 4 new capabilities to protect workload identities

Conditional Access for workload identities

Identity Protection for workload identities 

Access Reviews for workload identities

Workload Identity Federation





Conditional Access for workload identities

Public Preview









Identity Protection for workload identities

Public Preview



Azure AD Identity Protection

End user generated
• Build feedback loops
• End users/admins/secops
• Remove errors

Autogenerated
• High quality heuristic-based 

detections
• Detections from other first 

parties

Expert generated
• Security researchers
• Customer support
• Dedicated human labelers









Two new data sources 
you can export



Check the box and specify the 
retention period (if storing)





Access reviews for workload identities

Public Preview









What is “Workload Identity Federation”

Several scenarios require developers to manage secrets for Azure AD 
service principals, where the secrets are stored securely and rotated 
regularly. Some examples are GitHub Actions, K8s pods. This can lead 
to:
• Security breaches due to secrets leaking
• Service downtime when secrets expire

Workload identity federation allows developers to use a 3rd party JWT 
token to get access tokens for Azure AD service principals, without 
needing secrets. Avoids issues around leaked or expiring secrets.











Takeaways
• Detect attacks against workload identities 
• Control access based on risk
• Export the risk data to the platform of your choice
• Reduce risk and increase security by extending access reviews capabilities 

beyond user accounts
• Federate workload identities – token-based authentication



Resources

Microsoft docs pages:

• Workload identities - Microsoft identity platform | Microsoft Docs

• Workload identity federation - Microsoft identity platform | Microsoft Docs

• Azure Active Directory Conditional Access for workload identities preview | Microsoft Docs

• Create an access review of Azure resource and Azure AD roles in PIM - Azure AD | Microsoft Docs

• Securing workload identities with Azure AD Identity Protection Preview | Microsoft Docs

Workload Federation – GitHub Actions Documentation:

• Microsoft Documentation

• GitHub Documentation

• Jon Gallant GitHub Code

https://docs.microsoft.com/en-us/azure/active-directory/develop/workload-identities-overview
https://docs.microsoft.com/en-us/azure/active-directory/develop/workload-identity-federation
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/workload-identity
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-create-azure-ad-roles-and-resource-roles-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-workload-identity-risk
https://docs.microsoft.com/en-us/azure/developer/github/connect-from-azure?tabs=azure-portal%2Cwindows
https://docs.github.com/en/actions/deployment/security-hardening-your-deployments/configuring-openid-connect-in-azure
https://github.com/jongio/github-azure-oidc


Thank you!



Questions?
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