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Data security essentials for..
Fabric
Dataverse
Copilot Studio
Microsoft 365 Copilot



Fabric



Sensitivity label application, 
inheritance and protection









Fabric supports �ã

�9 Sensitivity label inheritance from
upstream data sources

�9 Sensitivity label inheritance to 
downstream content when exporting

�9 Default sensitivity labels

�9 Programmaticapplication of 
sensitivity labels



app.fabric.microsoft.com/ admin-portal



Sensitivity label inheritance
from upstream sources

Sensitivity label inheritance to 
downstream content

app.fabric.microsoft.com/ admin-portal



Esp. when starting
with auto-labeling

app.fabric.microsoft.com/ admin-portal



Distribute ownership of 
sensitivity determination

app.fabric.microsoft.com/ admin-portal



app.fabric.microsoft.com/ admin-portal



purview.microsoft.com/informationprotection



purview.microsoft.com/informationprotection



Thereare light prerequisites..

For labelingPower BI items: Power BI Pro or Premium Per User
AzureInformationProtectionPlan 1 or Plan 2

�YsobasicallyM365 F1, F3, E3, E5 etc.



Data Loss Prevention



purview.microsoft.com/datalossprevention



purview.microsoft.com/datalossprevention



purview.microsoft.com/datalossprevention



Workspace access 
management



app.fabric.com

�9 Security groups
�9 Microsoft 365 groups
�9 Distribution lists



app.fabric.com

�9 Dynamic groups work also!



Fabric Audit Logs



purview.microsoft.com/ audit /auditlogsearch

Fabric audit logs are currently under the PowerBIAudit record type



purview.microsoft.com/ audit /auditlogsearch



purview.microsoft.com/ audit /auditlogsearch





Data governance



purview.microsoft.com/datamap



purview.microsoft.com/datamap



purview.microsoft.com/datamap



purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



purview.microsoft.com/informationprotection/protectionpolicy



purview.microsoft.com/informationprotection/protectionpolicy



purview.microsoft.com/informationprotection/protectionpolicy



purview.microsoft.com/informationprotection/protectionpolicy



Low-hangingfruit

ExtendexistingPurviewsensitivitylabelsfrom Microsoft 365
ApplyPurviewDLP controlsand/or PolicyTips
Startscanningand governingFabricdata with PurviewData Governance
Usedynamicand static securitygroupsto governworkspaceaccess
Considerlimited useof protectionpoliciesfor highlysensitivedata
Getcomfortablewith the Fabricaudit logs



Dataverse



Data governance 
(continued!)



purview.microsoft.com/datamap



purview.microsoft.com/datamap





purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



purview.microsoft.com/ datacatalog



Column-level security and 
column masking



make.powerapps.com



admin.powerplatform.microsoft.com



admin.powerplatform.microsoft.com



admin.powerplatform.microsoft.com



Create and manage masking rules (preview) - 
Power Platform | Microsoft Learn



make.powerapps.com



make.powerapps.com



Dataverse & Power 
Platform audit logs



Dataverse
event logs

Activity logs
Exportedto the M365 

Unified Audit Log

Audit logs

Activity logs
Exportedto the M365 

Unified Audit Log



CRUD events
User access
Data deletion
Changes to auditing
Team management
Role management
IP Firewall events
D365 events
�ã

Dataverse
event logs



admin.powerplatform.microsoft.com



Event: Update

Entity (Table): InvoiceRecipients
Record: AwesomeSolution PROD

ChangedBy: ThatGuy@contoso.com
Changeddate: 4/18/2025 2:10 AM

Field name: Account number
Old Value: FI6124517314360790
New Value: FI8326936040144432

Event type

Affected record

Who and when

What changed



Activity logs
Exportedto the M365 

Unified Audit Log

Power Platform connector events
Connection edited
Connection permission added or edited
Gateway permission added or edited
API deleted
�ã

Data Loss Prevention / Data Policy events
Canvas app activities
Created app
Launchedapp
Restoredapp version
�ã

Power Automate & hosted RPA events
Created flow
Edited flow
Deleted flow
�ã

Power Pages events - & more



purview.microsoft.com/audit/auditsearch





Data policies & 
endpoint restrictions















CopilotStudio





Microsoft Purview integration in Copilot Studio 
(public preview) and Azure AI Studio (coming 
soon)
Microsoft Purview capabilities come built-in so that 
when you build your custom apps in Copilot Studio 
or Azure AI Studio, governance is out of the box

Auditing Copilot Studio

�‡Discover data risks in AI interactions: Enhance 
end user confidence by providing visibility into 
the sensitivity label of the data referenced 
Protect sensitive data with encryption: Ensure 
that app generated responses inherit the 
sensitivity label of the files referenced and are 
encrypted accordingly. Additionally, ensure that 
your AI applications respect user permissions and 
sensitivity labels, limiting the access to sensitive 
data to authorized users only. 
�‡Capture AI activities: Log developer activities 
during the creation of custom-built applications 
to understand which data sources were enabled, 
whether GenAI answers were enabled on those 
sources.



Auditing Copilot Studio 
Actions in Purview

�‡Audited events (agent 
authoring)

�‡Audited events (agent 
usage)

�‡Schema audit fields
�‡Copilot Studio audit 

fields

View audit logs for admins, makers, and users of Copilot Studio - Microsoft Copilot Studio | Microsoft Learn



Copilot Studio DLP

Connector name

DLP connector endpoint filtering

DLP connector endpoint filtering

DLP connector endpoint filtering

Data loss prevention example - Block event triggers in agents

Data loss prevention example - Block event triggers in agents

Data loss prevention example - Block event triggers in agents

Data loss prevention example - Block event triggers in agents

Data loss prevention example - Block skills in agents

Data loss prevention example - Block skills in agents

Data loss prevention example - Block skills in agents

Knowledge source with 
documents in Copilot 

Studio

�éBlock agent makers 
from publishing agents 
configured with 
documents as a 
knowledge source

Knowledge source with 
public websites and 

data in Copilot Studio

�éBlock agent makers 
from publishing agents 
configured with public 
websites as a 
knowledge source. 
Supports DLP 
connector endpoint 
filtering to allow or 
deny endpoints.

Microsoft Copilot Studio

�éBlock agent makers 
from using event 
triggers in Copilot 
Studio agents.
For more information, 
seeData loss 
prevention example -
Block event triggers in 
agents.

Microsoft Teams 
channel in Copilot 

Studio

�éBlock agent makers 
from enabling or using 
the Teams channel.

Omnichannel in Copilot 
Studio

�éBlock agent makers 
from enabling or using 
the Omnichannel 
channel.

Skills with Copilot Studio

�éBlock agent makers 
from using skills in 
Copilot Studio agents.
For more information, 
seeData loss 
prevention example - 
Block skills in agents

connecting agents with Application Insights

connecting agents with Application Insights

connecting agents with Application Insights  
Agent
users
must
authenticate
themselves

 Agent users must authenticate themselves

 Agent users must authenticate themselves

 Agent users must authenticate themselves

DLP connector endpoint filtering

DLP connector endpoint filtering

DLP connector endpoint filtering

Application Insights in 
Copilot Studio

�éBlock agent makers 
from connecting agents 
with Application 
Insights

Chat without Microsoft 
Entra ID authentication in 

Copilot Studio

�éBlock agent makers 
from publishing agents 
that aren't configured 
for authentication.
Agent users must 
authenticate 
themselves

Direct Line channels in 
Copilot Studio

�éBlock agent makers 
from enabling or using 
Direct Line channel.

Facebook channel in 
Copilot Studio

�éBlock agent makers 
from enabling or using 
the Facebook channel.

Knowledge source with 
SharePoint and OneDrive 

in Copilot Studio

�éBlock agent makers 
from publishing agents 
configured with 
SharePoint as a 
knowledge source. 
Supports DLP 
connector endpoint 
filtering to allow or deny 
endpoints.



Application Insights offers a range of features that are 
beneficial for monitoring and improving Copilot 
performance:

Real-Time Monitoring : Track the real-time performance 
and health of all your Copilots in the Copilot Studio, 
identifying issues as they arise.

Detailed Error Logging: Capture detailed logs of errors 
and exceptions, enabling quicker diagnostics and 
resolution.
User Interaction Analytics : Analyze user interactions to 
understand usage patterns and identify potential 
improvements.

Custom Telemetry : Collect and analyze custom events 
tailored to your specific needs.

App Insights with Copilot Studio



Article Description

Review and improve agent effectiveness (new analytics) Use aggregated metrics to identify how users are engaging with the agent, how well 
the knowledge sources are being utilized, and overall user satisfaction and feedback.

Analyze agent performance and usage (traditional analytics) Review overall analytics for your agents.

Analyze your agent's customer satisfaction metrics (traditional analytics) Identify overall trends in customer satisfaction, and where satisfaction is falling behind.

Analyze topic usage (traditional analytics) See how individual topics are doing and how well they're working at resolving issues.

Analyze session information (traditional analytics) Review and monitor how sessions are doing, including analytics from the topics 
triggered during a session.

View billed sessions (traditional analytics) Understand how sessions are being billed, based on their usage.

Understand conversation transcripts from Power Apps (traditional analytics) Export conversation transcripts from Dataverse and create custom reports.

Analytics for agents in Copilot Studio are based on the following concepts

Conversationsare an ongoing interaction between a specific user, or group of users, on achannel and your agent.
Conversations can pause and resume later, or betransferred to a customer service representative. The conversation 
might be one-way, either from the customer to the agent, or from the agent to the customer, but is more commonly 
a back-and-forth interaction between the customer and the agent.

�‡Analytics sessionstrack user engagement for your agent.
Analytics sessions try to capture how well your agent handles user tasks.

�‡Billed sessionsare used to measure resource consumption.
Billed sessions are independent of analytics sessions.



Security and Governance Controls
Control Core scenario Related content

DLP controls �‡Admins can use DLP policies in the Power Platform admin center to 
govern the use and availability of Copilot Studio features and agent 
capabilities, including:
Maker and user authentication, Knowledge sources, Actions, 
connectors, and skills, HTTP requests, Publication to channels , 
AppInsights, Triggers

Configure data loss prevention policies for copilots

Makers audit logs in Microsoft Purview for 
admins

Admins have full visibility into maker audit logs in Microsoft Purview. View audit logs

Audit logs in Microsoft Sentinel for admins Admins can monitor and receive alerts on agent activities through 
Microsoft Sentinel.

View audit logs

Run connectors and flows with user credentials �����ô�2�e�Ù�1�Í�'�ô�X�\�Ù�è�Í�2�Ù�è�:�2�������j�X�ô�Ù�è�:�2�2�ô�è�e�:�X�\�Ù�Í�2�î�Ù���+�:�•�\�Ù�e�:�Ù�j�\�ô�Ù�e���ô�Ù�j�\�ô�X�
�\�Ù
credentials by default.

Use actions with custom copilots (preview)

Sensitivity label for Knowledge with SharePoint Agent makers and users can see the highest sensitivity label applied 
to sources used in the agent's response and individual reference 
labels in the chat.

View sensitivity labels for Sharepoint data sources

User authentication with certificates Admins and makers can configure agents to use Entra ID manual 
authentication with certificate provider.

Configure user authentication

Maker security warning Makers can see security alerts for their agent before publishing it 
when security and governance default configurations are modified.

Automatic security scan in Copilot Studio

Environment routing Admins can configure environment routing to provide their makers a 
safe space to build agents.

Work with Power Platform environments

Maker welcome message Admins can configure a maker welcome message to inform makers 
about important privacy and compliance requirements.

Work with Power Platform environments

Autonomous agents governance with DLP Admins can manage agent capabilities with triggers using DLP 
policies, ensuring protection against data exfiltration and other risks.

Data loss prevention example - Block event triggers 
in agents





How is My data Protected in M365

Security and governance innovations for Microsoft 365 Copilot from Ignite 2024 | Microsoft Community Hub

Considerations for deploying Microsoft Purview Data Security Posture Management for AI & data security and compliance protections for Microsoft 365 
Copilot and Microsoft 365 Copilot Chat | Microsoft Learn







Data Auditing M365 Copilot
1. UseMicrosoft Purview audit logs to identify how, when, and where Copilot interactions occurred and which items were accessed, including any 
sensitivity labels on those items.

2. UseMicrosoft Purview eDiscovery to search for keywords in Copilot prompts and responses that might be inappropriate. You can also include this 
info in an eDiscovery case to review, export, or put this data on hold for an ongoing legal investigation.

3. UseMicrosoft Purview Communication Compliance to detect and alert inappropriate or risky Copilot prompts and responses, like personal data or 
highly confidential information.

4. UseMicrosoft Purview retention policies to keep a copy of deleted Copilot conversations so they're available to eDiscovery.
Or, if you have a compliance requirement to delete data after a specific period of time, use retention policies to automatically delete Copilot prompts and 
responses.

5. During a Copilot prompt and response session (called interactions), Copilot can provide links to the source files. These embedded links are 
called cloud attachments.
When a retention label is automatically applied, the specific version of the cloud attachments used in the interaction is retained. The version is kept even 
if the original file is edited or deleted from SharePoint or OneDrive.
This original or deleted version of the file is stored in thePreservation Hold Library in SharePoint or OneDrive. It remains accessible to eDiscovery 
searches.

6. In a Copilot interaction, users can upload local files. These uploaded files are automatically stored in theMicrosoft Copilot Chat Files folder in the 
user's OneDrive.
As with other files in OneDrive, Copilot-related files are accessible for eDiscovery searches and can be automatically retained or deleted with a retention 
policy.

7. Content created byCopilot Pagesis stored in a user-owned SharePoint Embedded container (one per user). As with other files in SharePoint, this 
Copilot-related content is accessible for eDiscovery searches and can be automatically retained or deleted with a retention policy.

�‡ https://learn.microsoft.com/ en-us/copilot/microsoft-365/microsoft-365-copilot-archi tecture-data-protection-auditing



Thank you!

Time for a short Q&A




	Default Section
	Slide 1

	Agenda
	Slide 3: Agenda

	Fabric
	Slide 4: Fabric
	Slide 5: Sensitivity label application, inheritance and protection
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17: There are light prerequisites..
	Slide 18: Data Loss Prevention
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Workspace access management
	Slide 23
	Slide 24
	Slide 28: Fabric Audit Logs
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33: Data governance
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46: Low-hanging fruit

	Dataverse
	Slide 47: Dataverse
	Slide 48: Data governance (continued!)
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55: Column-level security and column masking
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63: Dataverse & Power Platform audit logs
	Slide 64: Audit logs
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71: Data policies &  endpoint restrictions
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77

	Copilot Studio
	Slide 78: Copilot Studio
	Slide 79
	Slide 80: Auditing Copilot Studio
	Slide 81: Auditing Copilot Studio Actions in Purview
	Slide 82: Copilot Studio DLP 
	Slide 83: Application Insights offers a range of features that are beneficial for monitoring and improving Copilot performance:  Real-Time Monitoring: Track the real-time performance and health of all your Copilots in the Copilot Studio, identifying issue
	Slide 84
	Slide 85: Security and Governance Controls 
	Slide 86
	Slide 87: How is My data Protected in M365
	Slide 88
	Slide 89
	Slide 90: Data Auditing M365 Copilot


