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Sensitivity label application,
Inheritance and protection
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Fabric supports a

9 Sensitivitylabel inheritance from
upstream data sources

9 Sensitivitylabel inheritance to
downstream content when exporting

9 Default sensitivity labels

9 Programmatic application of
sensitivity labels



Microsoft abric Qs app.fabric.microsoft.com/ admin-portal

N

Home

®

Create

Admin portal

Tenant settings L
4 Allow users to apply sensitivity labels for content

) Usage metrics Enabled for the entire organization
Browse
Users With this setting enabled, Microsoft Purview Information Protection sensitivity labels
@ . published to users by your organization can be applied. All prerequisite steps must be
s Premium Per User completed before enabling this setting.
m Audit logs Important: Sensitivity-label-based access control for Fabric and Power Bl data and
Domains (D content is only enforced in the tenant where the labels were applied, in Power Bl Desktop
Apps (.pbix) files, and in Excel, PowerPoint, and PDF files generated via supported export
Workloads paths. Sensitivity-label-based access control is not supported in cross-tenant scenarios,
'Q’ such as external data sharing, or in any other export scenario, such as export to .csv or
Metrics Tags QED “txt formats. For more information, see Information protection in Microsoft Fabric:
; ; Access control.
Capacity settings
s Helreshsummary Notg: Ser?5|tiwty lab?[ settings, such as :egcryphon and conterj‘[ m‘ark[ng forlﬂles and
emails, are not applied to content in Fabric. Learn More. Encryption is applied to content
m Embed Codes in supported export paths.
Leam Organizational visuals Visit the Microsoft Purview portal to view sensitivity label settings for your organization.
@ Azure connections e Eiabien
i
Resise Workspaces
[?'0 Custom branding @ The setting below determines which users in the organization can apply and
Wotkoads P i change sensitivity labels. All other users in the organization can only view the
Fabric identities
labels.
] Featured content
Workspaces .
Help + support Apply to:
e (@ The entire organization
M i
\wk;;,ace () Specific security groups

|:| Except specific security groups
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Microsoft Fabric

Admin portal

Tenant settings

Usage metrics

Users

Premium Per User

Audit logs

Domains

Workloads

Tags (D

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Fabric identities

Featured content

Help + support

Q search app.fabric.microsoft.com/ admin-portal

Apply sensitivity labels from data sources to their data in Power Bl
Enabled for the entire organization

Only sensitivity labels from supported data sources will be applied. Please see the

documentation for details about supported data sources and how their sensitivity labels

are applied in Power Bl. Learn about supported data sources

0 Enabled

@ Additional data sources may be supported in the future. With this feature
enabled, the sensitivity labels from these data sources will also be applied in
Power BI.

Apply to:
(@ The entire organization

(O Specific security groups

|:| Except specific security groups

Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

With this setting enabled, whenever a sensitivity label is changed or applied to Fabric
content, the label will also be applied to its eligible downstream content. Learn More

D Enabled

Apply to:
(@] The entire organization

~—
() Crarific caruritu arcuine

Sensitivity label inheritance
from upstream sources

Sensitivity label inheritance to
downstream content



Microsoft Fabric Q search app.fabric.microsoft.com/ admin-portal

Admin portal

e Tenant settings 4 Allow workspace admins to override automatically applied sensitivity labels ESp When starti ng
D kesmeinks Enabled for the entire organization . h I b | .
Browse With this setting enabled, workspace admins can change or remove sensitivity labels that Wlt aUtO B a e Ing
Users were applied automatically by Fabric, for example, as a result of label inheritance. Learn
© - More
Premium Per User

Onelake
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Workloads @ This setting applies to the entire organization

Metrics Ta g 5 @

Capacity seftings

@ d $H

Monitor Refresh summary
——— 4 Restrict content with protected labels from being shared via link with everyone in your organization
(] RIRECDNES Enabled for the entire organization
R Organizational visuals This setting will prevent content with protection settings in the sensitivity label from
9 A being shared via link with everyone in your organization. Learn More
My
o e Workspaces c Enabled

Custom branding

LR}

Fabric identities @ To enable you need to allow users to apply sensitivity labels for Fabric content

and allow shareable links to grant access to everyone in your organization
Featured content

Help + support @ This setting applies to the entire organization

Power BI



Microsoft Fabric ~ Q Search app.fabric.microsoft.com/ admin-portal

2

Home

Admin portal

®

Create Tenant settings D Increase the number of users who can edit and republish encrypted PBIX files (preview)
Enabled for the entire organization

B

Usage metrics

pronse 4 Domain admins can set default sensitivity labels for their domains (preview)

Users
@ Enabled for the entire organization
Premium Per User
Onelake Domain admins can set a default sensitivity label for their domains. The label they set will
Audit logs override your organization's default labels in Microsoft Purview, as long as it has a higher
8 priority than the existing default labels set for your tenant. A domain's default label will
Apns Domains (& automatically apply to new Fabric items created within the domain. Reports, semantic

models, dataflows, dashboards, scorecards, and some additional item types aren't

O Workloads currently supported. Learn More
- Tags CED
orgspaces ags
Workp @D cnabled
9 Capacity settings
My Refresh summary : : : : -
s @ This setting applies to the entire organization
Embed Codes . . .
Organizational visuals - ) DIStrIbUte OwnerShlp Of
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Custom brandi : :
! e Export and sharing settings
Power BI
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Fabric Demo workspace Q search app.fabric.microsoft.com/ admin-portal
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i Microsoft Purview purview.microsoft.com/informationprotection
Edit sensitivity label

@ Label details Define the scope for this label

@ scope Labels can be applied to data assets and containers (like SharePoint sites and Teams). Let us know where you want
this label to be used so we can show you the related protection settings. Learn more about label scopes

O ltems Files & other data assets

Label files and data assets in Microsoft 365, Microsoft Fabric (includes Power Bl), Microsoft Azure.

O Groups & sites Emails
Label messages sent from all versions of Outlook.

v i
O Schematized data assets (preVieW) . Meetlngs
LEle| Ca|e“dar events a||d meetit IgS SCl |Edu|es in OUt'OOk at |d [eams.

Groups & sites

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups,
SharePoint sites, and Loop workspaces.

O Finish

Schematized data assets (preview)

Apply labels to files and schematized data assets in Microsoft Purview Data Map. Schematized data assets
include SQL, Azure SQL, Azure Synapse, Azure Cosmos, AWS RDS, and more.

() When scoped to schematized data assets, we recommend also scoping to Files so this label can be used in protection polices to control
access to items in non-Microsoft 365 data sources. Learn about protection polices

Back Cancel




i Microsoft Purview purview.microsoft.com/informationprotection

Edit sensitivity label

The settings you choose will be automatically enforced when the label is applied to email and Office files.

@ Label details _
User access to content expires ®

‘ Never ‘

() Scope

Allow offline access O

@ items

‘ Never ‘

® Access control
Assign permissions to specific users and groups * (O

® Content marking Assign permissions

® Auto-labeling for files and emails 1item
. Groups & sites Users and groups Permissions Edit Delete
Seppala365Dev.onmicrosoft.com Co-Owner V74 Tii]
O Schematized data assets (preview)
|:| Use dynamic watermarking @
O Finish
|:| Use Double Key Encryption (©
Back Next Cancel




Thereare light prerequisites.

> ForlabelingPower Blitems: Power Bl Pror Premium Per User

> Azurelnformation ProtectionPlan lor Plan 2
O YsobasicallyM365 F1, F3, E3, E5 etc.
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i Microsoft Purview purview.microsoft.com/datalossprevention

Data loss prevention > Create policy

Location Scope Actions

@ Template or custom policy

Q Name

@ Admin units

@® Locations

QO Policy settings

QO Policy mode

O Finish

£ Fabric and Power Bl workspaces All workspaces Edit

Back m Cancel



e purview.microsoft.com/datalossprevention

Data loss prevention > Edit policy

The rules here are made up of conditions and actions that define the protection requirements for this policy. You
can edit existing rules or create new ones.

® Name
Q Admin units —|— Create rule
, 2 items
@ Locations
Name Status
@ Advanced DLP rules
/™ 8001-FAB-Confidentialinternal-BlockExternalSharing Q On / ID ) ]ﬁ[
O P0||Cy mode Conditions
Content contains any of these sensitivity labels: Confidential/Internal only
T
Evaluate predicate for Message or attachment
O Finish
Actions
Notify users with email and policy tips
Restrict access to the content for external users
/N 8002-FAB-CreditOrDebitNumber-PolicyTip @ on s D N W
Conditions
Content contains any of these sensitive info types: EU Debit Card Number,
Credit Card Number
Evaluate predicate for Message or attachment
Actions
Notify users with email and policy tips -
Back Next Cancel
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- Microsoft Purview purview.microsoft.com/datalossprevention

Edit policy X

Edit rule

Name
Use actions to protect content when the conditions are met.

Admin units /. Restrict access or encrypt the content in Microsoft 365 locations I}

] (@ Block users from receiving email, or accessing shared SharePoint, OneDrive, and Teams files, and Fabric and Power Bl items.

ocations B - - :
s By default, users are blocked from sending Teams chats and channel messages that contain the type of content you're protecting. But you can choose who
is blocked from receiving emails or accessing files shared from SharePoint, OneDrive, and Teams, as well as Fabric and Power Bl items.
Advanced DLP rules O Block everyone. @

| O) Block only people outside your organization.
O Policy mode

O Finish

/. User notifications

Use notifications to inform your users and help educate them on the proper use of sensitive info.

@ o

@ Support and behavior for policy tips varies across apps and platforms. Learn where policy tips are supported

Microsoft 365 files and Microsoft Fabric items
Natify users in Office 365 service with a policy tip or email notifications

Policy tips

Customize the policy tip text

Content with the sensitivity label Confidential / Internal Only 1w cannot be shared externally from Fabric. You can override the restriction with a valid
business justification.
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Discover business insights

report you can share. Learn more

88 Explore this data

See what already exists

These items use the same data source as DemoSensitiveDatalLakehouse.

0

Name

DemoSensitiveDatalakehouse

DemoSensitiveDatal akehouse

GetSensitiveData

Type

Lakehouse

Dataflow Gen2

N

Q_ Search

E¥] Analyze in Excel

SQL analytics en...

Explore this data to get insights fast or create an interactive

Relation

Upstream

Upstream

Upstream

ofg Lineage v

Location
Demo workspace
Demo workspace

Demo waorkspace

app.fabric.com

< Add people X

Demo workspace

o Admins, members, and contributors b
have edit and view access. Viewers only
have view access. Learn more (7

Share this data

Give people access

# Contributor v m

&§ Admin

permissions to wor

o
& Member

¢’ Contributor

i o Viewer

Refreshed

9 Security groups
9 Microsoft 365 groups
- 9 Distribution lists

3/15/25, 11:45:09... -
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app.fabric.com

@ (Y File v G Refresh v B8 Explorethisdata v E#§ Analyze in Excel

ofg Lineage v
< Add people
Home 12V, VD121 JTuITLILSHIIal VIny (¥
Demo workspace
-
Wartepaces o Admins, members, and contributors b
have edit and view access. Viewers only
@ have view access. Learn more (7
Onelake
® © scovn-Allinternals
Monitor l Discover business insights Share this data
& w

Explore this data to get insights fast or create an interactive

report you can share. Learn more permissions to wor
¥

B8 Explore this data
Workloads

° 9 Dynamic groups work also!

Demo

Give people access
Real-Time

workspace .
See what already exists Q Filter b
These items use the same data source as DemoSensitiveDatalLakehouse. =

DemoSensit

iveDatala...

Lt i Name Type Relation Location Refreshed i
] DemoSensitiveDatalakehouse SQL analytics en... Upstream Demo workspace =
[ DemoSensitiveDatalakehouse Lakehouse Upstream Demo workspace = —
¥ GetSensitiveData Dataflow Gen2 Upstream Demo workspace 3/15/25,11:45:09... S
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Fabric Audit Logs



Microsoft Purview purview.microsoft.com/ audit/auditlogsearch

(R

Home

& Audit <P I Learn about audit

Solutions

w

information 32 Policies
Protection

Q. Search

Fabric audit logs are currently under the PowerBIAudit record type

LY
a‘ . Searches completed Active searches Active unfiltered searches
Related solutions
Data Loss 2 0 0

Prevention

@b  eDiscovery Date and time range (UTC) * Activities - friendly names Users

Q
i
Insider Risk Start [ Apro8 [ ] ‘ 00:00 s ‘ [ Choose which activities to search for ] ‘ Add the users whose audit logs you want to search ‘
Managem...

Data End

Lifecycle
Managem...

Activities - operation names @® File, folder, or site O

Apr09 ] ‘ 00:00 e ‘

[ Enter operation values, separated by commas ] [ Enter all or a part of the name of a file, website, or... ]

Keyword Search
Record Types Workloads

A [ Enter the keyword to search for ]
Data Map

[ PowerBlAudit,PowerBIDIp v ] [ Enter the workloads to search for ]

E Admin Units
-
= ‘ powerbi X ‘
Unified | !
Catalog

at PowerBlAudit
=]

DSPM for
Al m Clear all PowerBIDIp

(D Refresh 2 items

Search name Job status . ti.. | ~ Search performed by

[] Mar1-Apr9 Completed 100% 5m, 11s 705 Apr9, 2025 7:20 ...
PowerBlAudit,PowerBIDIp



H Microsoft Purview purview.microsoft.com/ audit/auditlogsearch
(R

r
Home L Export 450 items % Filter
Date (UTC) | IP Address User ~ Record Type Activity Item Admin Units Details ~
Solutions —o-
R wiail |J, LJULD J.=wL MVl ruwWocloiAuun wlTawcy o
v
Information d:j Mar 15, 2025 9:42 AM PowerBlAudit Updated an artifact
Protection =
ﬁ Mar 15, 2025 9:42 AM PowerBlAudit Created file
a
Data Loss
Prevention Mar 15, 2025 9:42 AM PowerBlAudit Created file
@ _
vA Mar 15, 2025 9:42 AM PowerBlAudit Updated a lakehouse SQL analytics endpoint
Insider Risk
Managem...
Mar 15, 2025 9:42 AM PowerBlAudit Updated an artifact
'
Data Mar 15, 2025 9:42 AM PowerBlAudit Updated a lakehouse SQL analytics endpoint
Lifecycle
Managem...
Mar 15, 2025 9:42 AM PowerBlAudit Read an artifact
Data Map Mar 15, 2025 9:42 AM PowerBlAudit Updated an artifact
Ur?ﬁfd Mar 15, 2025 9:42 AM PowerBlAudit Updated a lakehouse SQL analytics endpoint
Catalog
. Mar 15, 2025 9:42 AM PowerBlAudit Renamed file or directory
" '
DSPM for . . - -
s Mar 15, 2025 9:42 AM PowerBlAudit Updated an artifact
. Mar 15, 2025 9:42 AM PowerBlAudit Created directory
N
Audit
Mar 15, 2025 9:42 AM PowerBlAudit Updated a lakehouse SQL analytics endpoint
Mar 15, 2025 9:42 AM PowerBlAudit Created file
Mar 15, 2025 9:42 AM PowerBlAudit Updated an artifact
Mar 15, 2025 9:42 AM PowerBlAudit Created file



- Microsoft Purview purview.microsoft.com/ audit/auditlogsearch

ST ¥ Export

jo

B Details
- Date (UTC) | IP Address User Record Type Activity 2025-03-15T09:42:18

74

IP Address

o o
A

Users
100320038CC50B4A

Activity
UpdateSqlAnalyticsEndpointlLakehouse

ltem
61e9f666-4813-4b2e-bab1-d959f3e35f41

Details

Admin Units

ResultStatus

Data Map Succeeded

 Objectld
e 61e9f666-4813-4b2e-ba61-d959f3e35f41

ObjectType

Lakewarehouse

ObjectDisplayName
DataflowsStaginglLakehouse

ClientlP

Requestld
44eedb85-b446-4dbb-8ead-4bbdeb8f4c05
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Microsoft Defender

Advanced hunting

 New query* -+

Schema Functions Queries

Search

Favorites

Your favorites list is empty. To add a schema,

click the schema menu and select "Add to
Favorites”

Alerts & behaviors

~ B AlertEvidence
N B Alertinfo
v B BehaviorEntities

~ i Behaviorinfo

Apps & identities

FH AADSigninEvenisBeta
AADSpnSigninEventsBeta
CloudAppEvents
Identitylnfo

IdentitylogonEvents

¢ € € <€ <€ K

H OH H 0

OAuthAppinfo

Email & collaboration

Search a8 Q & 2 ?
) Selected workspace: la-seppala365dev
[> Runquery | [ Last30days ~ [Z] Save v |~ Share link % Manage rules
/A Query
1 CloudAppEvents
2 | where RawEventData.Workload has "PowerBI" I‘
3 | where RawEventData.CapacityName has "s365fabricwe”
4 | summarize count() by ActionType, tostring(RawEventData.CapacityName), tostring(RawEventData.WorkSpaceName), tostring(RawEve
werung startea Kesults  Query nistory
¥ Export v 1§ ghow empty columns 5 items Search @ 00:02.241 m o » Charttype ~¥ [F . Full screen
Filters: Add filter
D ActionType RawEventData_CapacityName RawEventData WorkSpace... RawEventData_ArtifactName count_ |
[] 7 SensitivitylabelChanged s365fabricwe Demo workspace DemoSensitiveDatal akehouse 6
[l > RequestDataflowRefresh s365fabricwe Demo workspace 4
[] 7 SensitivityLabelApplied s365fabricwe Demo workspace DemoSensitiveDatal akehouse 3
[] > CreateDataflow s365fabricwe Demo workspace 1
[l > MigrateWorkspacelntoCapacity s365fabricwe 1

o 1 |
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Microsoft Purview purview.microsoft.com/datamap

£
Il

Register data source

Data sources

Eﬁ /\ Data Map 3R Select the type of data source to register. What data sources are supported? 2
&» Domains B Register .- m | 2 Fabric X
| ¥% Data sources - All  Azure  Database  File  Privacy and compliance Services and apps
Source ty|
(9 Monitoring : : v
Showing 4 collections, 2 data sources
&) Source management 4
@g Annotation o
management
Related solutions Dataverse Fabric ©
(includes Power BI)

= i
(@ Unified Catalog View details

£\

@ DV-ProjectDEV

Continue Cancel




B

Solutions

e

Information
Protection

o

Data Loss
Prevention

o
vA
Insider Risk
Managem...

-
Data
Lifecycle
Managem:...

N

Data Map

=

Unified
Catalog

et
e
DSPM for
Al

A Data Map

¥
| &

e
&

Domains
Data sources

Monitoring

Source management

Annotation
management

Related solutions

i

Unified Catalog

N

Data Map > Data sources > FAB-s365fabricwe >

Scan-FAB-s365fabricwe run history (& seppalasss )

E:l Seppala365 > Production > Fabric

> Run scan now

Showing 6 items

Run ID

5b007004-e80...
Ta5a3744-f61...
21c0a092-e49...
5ef9e039-534...
526d99e3-e81...

a73e88e7-77d...

Status

Q Completed
& Completed
@ Completed
(v) Completed

(v) Completed

¢ Edit scan

[i] Delete scan

Run type

Incrementa
Incrementa
Incrementa
Incrementa

Incrementa

A Completed wi Full scan

Scan type
Scheduled
Scheduled
Scheduled
Scheduled
Manual

Manual

() Refresh

Assets discover...

== Edit columns

Assets ingested

6

6

17

19

4 ————

Start time

04/06/2025, 12:4...
03/30/2025, 12:4...
03/23/2025, 11:4...
03/16/2025, 11:4...
03/15/2025, 11:4...

03/15/2025, 11:1...

purview.microsoft.com/datamap

Run

8m

m

6m

em

em

6m



Microsoft Purview purview.microsoft.com/datamap

2
Il

Run detail

Home Data Map > Data sources > FAB-s365fabricw
=R /\ Data Map R Learn more about scan run details (2 8
Scan-FAB-s365fabricw
: () Refresh
éi}s Domains : s e .
j EIJ yeppdalasoo > Froguction > raoric
i Data sources Run ID 5b007004-e802-4a51-a5e6-088¢75aa00b2
o > Runscannow v 7 Editscan il —— Sl
Monitoring
B Run type Incremental scan
Source management e Showing G'iteins
Scan run status O Completed
Annotation Run ID Status Run
management W Scan run duration 8m 28s (04/06/2025, 12:48 PM - 04/06/2025, 12:56 PM)
5b007004-e80...
Related solutions 1a5a3744-161.. Metadata discovery @
T e 21c0a092-e49... _ompleted 1NC
[® Unified Catalog Discovery status @ Completed
5ef9e039-534.. ;
i . Assets discovered © 6
526d99e3-€81... -
‘ ‘ HERRSE S ' ) Assets classified © 0
a73eB88e7-77d... Completed wi g
b ¢ Duration 5m 47s(04/06/2025, 12:50 PM - 04/06/2025, 12:55 PM)
Metadata ingestion ©
oM. Ingestion status @ Completed
Assets ingested O 6 v

Close




Microsoft Purview pUI’VIewmICI'OSOftCOm/ dataCatalOg

m 3 E Unified Catalog 3R
Solutions Browse, search, and discover data assets across your organization.
B overview
ﬁ @ 2 sources @; 477+ assets [JJ No glossary terms
Igforma?ion ‘?1 Discovery ~
rotection
Q. search catalog
. Data products
i
Data Loss | Data assets
Prevention
Enterprise glossary
A Explore your data
Insider Risk @ Catalog management R
Managem...
E u"‘a Health management A Microsoft Azure A Microsoft Fabric Py
Data View Azure subscriptions and their View all workspaces that you have
Lifecycle : contents. access to.
Managem..  Related solutions
J\ £ Data Map
Data Map Explore by source type Explore by collection
Explore data assets by the systems they Explore data assets by different collections
E originate from. under platform domains.
Unified
Catalog
et
e ]
DSPM for Quick access A

Al I

Name Last update



Microsoft Purview pUI’VIewmICI‘OSOftCOm/ dataCatalOg

[

Home

&

Solutions

e

Information
Protection

i

Data Loss
Prevention

@
71
Insider Risk
Managem...

E
Data
Lifecycle
Managem...

N

Data Map

=

Unified
Catalog

[ A
0
DSPM for
Al

Unified Catalog > Data assets > Browse by source type > Fabric workspaces >
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33 Microsoft Purview purview.microsoft.com/informationprotection/protectionpolicy

Policies > Edit protection policy

& Name and descipton Choose the sensitivity label used to detect
@ What to detect SenSitive itemS

QO Where to apply This policy will detect items that have the label applied and are stored in the data sources you
specify in the next step. You can only select one label per policy.

O How to protect @ If you plan to scope this policy to Microsoft Fabric in the next step, you must select a label that's configured with
access control settings. Learn more

O Mode ¢’ Change sensitivity label

O Review and finish Name Scope

Secret/Internal only & Files & other data assets, Email, Meetings, Site, Un... X

Back Cancel




33 Microsoft Purview purview.microsoft.com/informationprotection/protectionpolicy

Policies > Edit protection policy

@ Name and description Choose data sources to apply the policy

@ What to detect
The policy will detect labeled items stored in the data sources you choose. Note that each
source you include must have data policy enforcement turned on in the Data Map. Learn more
@ Where to apply about these data sources
O How to protect Location Description Scope Actions
Data engineering,
O Mode Microsoft Fabric factory, science, and All workspaces
warehouse
O Review and finish (® Microsoft Fabric doesn't support policies that are applied to other data sources. To protect items in Microsoft Fabric,

create a separate policy scoped only to that source.

Back Cancel




Microsoft Purview

purview.microsoft.com/informationprotection/protectionpolicy

Paolicies > Edit protection policy

o Name and description

o What to detect

o Where to apply

. How to protect

O Mode

O Review and finish

Define access control settings

Except for the users and groups you add below, this policy will prevent everyone from accessing existing and future assets that have the label
applied in data sources you specified. Learn more about these settings

@ Important: Ensure that any service principal accounts running Data Governance Scans for the scoped sources are included in a Security Group. Add this Security Group to the
allowed list of your protection policies. This will prevent future scans from being blocked by access restrictions on labeled files.

@ Important. Allowing users and groups to retain specific access rights doesn't explicitly grant those rights to them. It simply means that they'll retain those rights if they already have
them. In addition, these access control settins may be applied differently across Fabric items. Learn more about how access control is applied in Fabric

Allow users to retain read access

Users and groups you add here won't be prevented from having read access to the labeled assets, provided they already have read
permissions.

+ Add users and groups X Remove all

Email address
bd7fcada-793f-4e02-becf-f0d3f7e14226 6dTfcada-793f-4e02-becf-f0d3f7e14226

Allow users to retain full control

Users and groups you add here won't be prevented from having full control of the labeled assets, provided they already have full control
permissions. If they don't already have full control, they'll retain the current permissions they have.

+ Add users and groups X Remove all 2 groups

Email address
SG-Fabric-ServiceAccounts 27a88fc7-a3b1-40fa-8959-9eaf5fdc09cd

adm-tatu@Seppala365Dev.onmicrosoft.com adm-tatu@Seppala365Dev.onmicrasoft.com

Back m Cancel

q



purview.microsoft.com/informationprotection/protectionpolicy

Except for the users and groups you add below, this policy will prevent
everyone from accessing existing and future assets that have the label applied
in data sources you specified. Learn more about these settings

@ Important: Ensure that any service principal accounts running Data Governance Scans for the
scoped sources are included in a Security Group. Add this Security Group to the allowed list of
your protection policies. This will prevent future scans from being blocked by access restrictions
on labeled files.

Important. Allowing users and groups to retain specific access rights doesn't explicitly grant
those rights to them. It simply means that they'll retain those rights if they already have them. In
addition, these access control settins may be applied differently across Fabric items. Learn more
about how access control is applied in Fabric




Lowhangingfruit

> ExtendexistingPurviewsensitivitylabelsfrom Microsoft 365

> ApplyPurviewDLPcontrolsand/or PolicyTips

> Startscanningand governingFabricdatawith PurviewDataGovernance
> Usedynamicand static securitygroupsto governworkspaceaccess

> Considetimited useof protection policiesfor highlysensitivedata

> Getcomfortablewith the Fabricauditlogs
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purview.microsoft.com/datamap
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Il

B 4 DataMap

éi}s Domains

Data sources

(9 Monitoring

=Cj Source management

Annotation
management

Related solutions

@ Unified Catalog

Register data source

Data sources

Select the type of data source to register. What data sources are supported? 2

B Register --- A~ dataverse X
- All  Azure Database File  Privacy and compliance Services and apps
Source ty|
v

Showing 4 collections, 2 data sources

Dataverse (Preview)

Continue Cancel




1 Microsoft Purview purview.microsoft.com/datamap

T Dataverse

Scan ru

ne . Data Map 3R

Current version (Version 1)

&> Domains -+ New

Basics
(6 Datasources System Ci Name Dataverse
Data source type Dataverse (Preview)
(@ Monitoring . . .
Kairie Description Microsoft default scan rule set that includes all
goaloss = supported system classification rules
Prevention &P Source management N AmazonPostg
| Scan rule sets AzureFilesery | Classification rules
: \/ System rules (209
Pattern rules ArcEnabledSq y (209)

> Government

Integration runtimes AmazonSql

v Financial

Credentials AzureDataExg

ABA Routing Number

|_|neage connections AzureCosmos

, o Australia Bank Account Number
Managed identities

AzureMySql
Hre Canada Bank Account Number
Connections .
Datasers Credit Card Number
Managed private endpoints DatabricksHrl v
Annotation
& e SqlServer Cancel

management
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Data Catalog > Browse by collections > Dataverse >

- Customer Information

HH Dataverse Table

Pil. % —+

& Edit @ Select for bulk edit () Refresh [i] Delete

| Overview h

Properties
Schema
Lineage
Contacts
Related
Privacy

History

Asset description

This table contains customer information.

Managed attributes

Y Filter by attribute name (@ ) Show attributes without a value

No Attributes for this asset.

Classifications ©

No classifications for this asset.

Schema classifications (2) ©
(; Email Address) (; Finland National ID)

Fully qualified name @

dataverse://tatudev.api.crm4.dynamics.com/tables/cr876_customerinformation

purview.microsoft.com/ datacatalog

Updated on August 22, 2024 at 9:02 PM by ADM Tatu Seg

Collection path
& pur-seppala365

(3] Production

ﬁj Dataverse

Hierarchy

0 tatudev.api.crm4.dynamics.com:443

Dataverse Environment

m Customer Information
Dataverse Table

Glossary terms

No glossary terms for this asset.




Data Catalog > Browse by collections > Dataverse > pu rV|eW mlcrOSOft CO m/ datacatalog

Customer Information

o @ Dataverse Table
l

Updated on August 22, 2024 at 9:02 PM by ADM Tatu Sej

Pil . -

& Edit @ Select for bulk edit () Refresh ] Delete == Edit columns

QOverview ‘ % Filter by name ‘

Froperties Showing 37 of 37 items

| Schams - Column name Classifications Sensitivity label Glossary terms Data type Column description

Lineage Customer Information Uniqueidentifier Unique identifier for entity instances

Contacts Email (mj String Customer's Email Address

Related Home Address String Customer's Home Address

Privacy Name String Customer's Name

History Postal Code and City String Customer's Postal Code and City
Social Security Number ( # Finland National 1D } +1 More String Customer's Social Security Number
Created By Lookup Unique identifier of the user who created the
createdbyname String
createdbyyominame String

Created On DateTime Date and time when the record




Data Catalog > Browse by collections > purview.microsoft.com/ datacatalog

Dataverse
| & Organization | Data source type : All (% Add filter % Clear all filters
[ ] Project
Showing 1 result Sort by:  Relevance Vv
Classification D Customer Information E Dataverse Table o

. Confidential\Unrestricted |

D All Physical Addresses

D Country/Region i

This table contains customer information.

m All Full Names

T Fully qualified name: dataverse://tatudev.api.crm4.dynamics.com/tables/cr... Updated 13 days ago
|| Date of Birth

E\ Email Address

Finland National ID @

[j International Banking Accou... &




Column-level security and
column masking



Power Apps e S makepOweI’appSCOm

Minimum value *

= ¢ Edit [ Advanced

0 |
() Home .
Contact Contactld
4= ierent Maximum value *
reate
Created By ; CreatedBy ‘ 100 000 000 000 000 ‘
(0 Learn
: CreatedOnBehalf : 2
- Created By (Delegate) . Crea nBehalf, T A———
i Apps
Created By (External P... CreatedByExtern.! ‘ Currency precision e ‘
(B Alhub
Created By IP Address : Adx CreatedBylP.  Input method editor (IME) mode *
ans 1
mr  Tables .
I h Ciasted Bo U - Adx CreatedBull Disabled Whether the data in the column is secured at X
reatea by Username : Smia | a higher level than the table.
s Learn more
Created On : CreatedOn Generc. _ _shboard
Solutions
& Enable column security © D Appears in dashboard’s global
Credit Hold CreditOnHold filker @
More Masking rule ©
©@  Credit Limit : CreditLimit None D Sortable ©

&  Power Platform

Credit Limit (Base) CreditLimit_Base Enable auditing ©

Currency TransactionCurre: (i) This column will not be audited until
auditing is enabled for the
. . = - organization.
Customer Size : CustomerSizeCod 9
Department : Department

Description : Description m‘ Cancel ‘
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Create and manage masking rules (preview) -

Power Platform | Microsoft L earn
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Dataverse & Power
Platform audit logs




Audit logs

Dataverse Activity logs

eventlogs Exportedto the M365
Unified Audit Log .



Dataverse
eventlogs

CRUDevents

Changes to auditing
Team management
Role management
IP Firewall events
D365 events

a




admin.powerplatform.microsoft.com




Event. Update Eventtype

Entity (Table): InvoiceRecipients
Record: AwesomeSolution PROD Affected record
Changed By: ThatGuy@contoso.com Who and when
Changeddate: 4/18/2025 2:10 AM
Field name: Account number

F16124517314360790 What changed
New Value: FI8326936040144432



Activity logs
Exportedto the M365
Unified Audit Log

Power Platform connector events
Connection edited

Connection permission added or edited
Gateway permission added or edited
APldeleted

a

Data Loss Prevention / Data Policy events
Canvas app activities

Created app

Launchedapp

Restoredapp version

a

Created flow
Edited flow
Deleted flow
a

Power Pages events - & more
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Auditing Copilot Studio

Microsoft Purview integration in Copilot Studio
(public preview) and Azure Al Studio (coming
soon)

Microsoft Purview capabilities come built-in so that
when you build your custom apps in Copilot Studio
or Azure Al Studio, governance is out of the box

Piscover data risks in Al interactions: Enhance
end user confidence by providing visibility into
the sensitivity label of the data referenced

Protect sensitive data with encryption:  Ensure
that app generated responses inherit the
sensitivity label of the files referenced and are
encrypted accordingly. Additionally, ensure that
your Al applications respect user permissions and
sensitivity labels, limiting the access to sensitive
data to authorized users only.

Eapture Al activities: Log developer activities
during the creation of custom-built applications

to understand which data sources were enabled,
whether GenAl answers were enabled on those
sources.



Auditing Copllot Studio
Actions In Purview

TtAudited events (agent
authoring)

TAudited events (agent
usage)

1Schema audit fields

iCopilot Studio audit
fields

View audit logs for admins, makers, and users of Copilot Studio - Microsoft Copilot Studio | Microsoft Learn



Copilot Studio DLP

Chat without Microsoft . . . . Knowledge source with
Entra ID authentication in DlregtoLlir?gtcShtﬁg?oels N Fac((:a g Oicl)ci)(t (:Sh[ﬁgir;el N SharePoint and OneDrive
Copilot Studio P P in Copilot Studio

Application Insights in
Copilot Studio

éBlock agent makers éBlock agent makers éBlock agent makers éBlock agent makers éBlock agent makers
from connecting agents from publishing agents from enabling or using from enabling or using from publishing agents
with Application that aren't configured Direct Line channel. the Facebook channel. configured with
Insights for authentication. SharePoint as a
Agent users must knowledge source.
authenticate Supports DLP
themselves connector endpoint
filtering to allow or deny
endpoints.

Knowledge source with

Knowledge source with Microsoft Teams

public websites and Microsoft Copilot Studio channel in Copilot RG] I CEfot

documents in Copilot
Studio

: Skills with Copilot Studio
data in Copilot Studio Studio Studio

éBlock agent makers éBlock agent makers éBlock agent makers éBlock agent makers éBlock agent makers éBlock agent makers
from publishing agents from publishing agents from using event from enabling or using from enabling or using from using skills in
configured with configured with public triggers in Copilot the Teams channel. the Omnichannel Copilot Studio agents.
documents as a websites as a Studio agents. channel. For more information,
knowledge source knowledge source. For more information, see Data loss
Supports DLP see Data loss prevention example -
connector endpoint prevention example - Block skills in agents
filtering to allow or Block event triggers in
deny endpoints. agents.




App Insights with Copilot Studio

Application Insights offers a range of features that are
beneficial for monitoring and improving Copilot
performance:

Real-Time Monitoring: Track the real-time performance
and health of all your Copilots in the Copilot Studio,
identifying issues as they arise.

Detailed Error Logging: Capture detailed logs of errors
and exceptions, enabling quicker diagnostics and
resolution.

User Interaction Analytics : Analyze user interactions to
understand usage patterns and identify potential
improvements.

Custom Telemetry : Collect and analyze custom events
tailored to your specific needs.



AnalytiCS for agentS N COplIOt Studio are based on the following concepts

Conversationsare an ongoing interaction between a specific user, or group of users, on achannel and your agent.
Conversations can pause and resume later, or beransferred to a customer service representative The conversation
might be one-way, either from the customer to the agent, or from the agent to the customer, but is more commonly
a back-and-forth interaction between the customer and the agent.

Analytics sessiondrack user engagement for your agent.
Analytics sessions try to capture how well your agent handles user tasks.

Billed sessionsare used to measure resource consumption.
Billed sessions are independent of analytics sessions.

Article Description

Review and improve agent effectiveness (new analytics) Use aggregated metrics to identify how users are engaging with the agent, how well
the knowledge sources are being utilized, and overall user satisfaction and feedback.

Analyze agent performance and usage (traditional analytics) Review overall analytics for your agents.

Analyze your agent's customer satisfaction metrics (traditional analytics) Identify overall trends in customer satisfaction, and where satisfaction is falling behind.
Analyze topic usage (traditional analytics) See how individual topics are doing and how well they're working at resolving issues.
Analyze session information (traditional analytics) Review and monitor how sessions are doing, including analytics from the topics

triggered during a session.

View billed sessions (traditional analytics) Understand how sessions are being billed, based on their usage.

Understand conversation transcripts from Power Apps (traditional analytics) Export conversation transcripts from Dataverse and create custom reports.




Security and Governance Controls

Control

DLP controls

Makers audit logs in Microsoft Purview for
admins

Audit logs in Microsoft Sentinel for admins
Run connectors and flows with user credentials

Sensitivity label for Knowledge with SharePoint

User authentication with certificates
Maker security warning
Environment routing

Maker welcome message

Autonomous agents governance with DLP

Core scenario

Admins can use DLP policies in the Power Platform admin center t(
govern the use and availability of Copilot Studio features and agent
capabilities, including:

Maker and user authentication, Knowledge sources, Actions,
connectors, and skills, HTTP requests, Publication to channels ,
Applnsights, Triggers

Admins have full visibility into maker audit logs in Microsoft Purview.

Admins can monitor and receive alerts on agent activities through

Microsoft Sentinel.
62eU1li'6X\Uei2Uue:2

credentials by default.

jXoue:226ee:X\Ui217}

Related content

Configure data loss prevention policiedor copilots

View audit logs

View audit logs

JUse attibes Wijh dustem @apjlotsXpieview)

Agent makers and users can see the highest sensitivity label appliedlView sensitivity labels for Sharepoint data sources

to sources used in the agent's response and individual reference
labels in the chat.

Admins and makers can configure agents to use Entra ID manual
authentication with certificate provider.

Makers can see security alerts for their agent before publishing it
when security and governance default configurations are modified.

Admins can configure environment routing to provide their makers a
safe space to build agents.

Admins can configure a maker welcome message to inform makers
about important privacy and compliance requirements.

Admins can manage agent capabilities with triggers using DLP

Configure user authentication

Automatic security scanin Copilot Studio |

Work with Power Platform environments

Work with Power Platform environments

Data loss prevention example - Block event triggers

policies, ensuring protection against data exfiltration and other risks.

in agents






How Is My data Protected in M365

Security and governance innovations for Microsof865 Copilot from Ignite 2024 | Microsoft Community Hub

Considerations for deploying Microsoft Purview Data Security Posture Management for Al & data security @agnpliance protections for Microsoft 365
Copilot and Microsoft 365 Copilot Chat | Microsoft Learn










Data Auditing M365 Copilot

1. Use Microsoft Purview audit logs to identify how, when, and where Copilot interactions occurred and which items were aessed, including any
sensitivity labels on those items.

2. Use Microsoft Purview eDiscovery to search for keywords in Copilot prompts and responses that might be inapprojate. You can also include this
info in an eDiscovery case to review, export, or put this data on hold for an ongoing legakistigation.

3. UseMicrosoft Purview Communication Compliance to detect and alert inappropriate or risky Copilot prompts and responses, like persal data or
highly confidential information.

4. Use Microsoft Purview retention policies to keep a copy of deleted Copilot conversations so they're available to eDiscovery.
Or, if you have a compliance requirement to delete data after a specific period of time, use retentionImies to automatically delete Copilot prompts and
responses.

5. During a Copilot prompt and response session (called interactions), Copilot canrpvide links to the source files. These embedded links are

called cloud attachments.

When a retention label is automatically applied, the specific version of the cloud attachments useth the interaction is retained. The version is kept even
if the original file is edited or deleted from SharePoint or OneDrive.

This original or deleted version of the file is stored in thereservation Hold Library in SharePoint or OneDrive. It remains accessible to eDiscovery
searches.

6. In a Copilot interaction, users can upload local files. These uploaded files are amtnatically stored in the Microsoft Copilot Chat Files folder in the
user's OneDrive.
As with other files in OneDrive, Copilot-related files are accessible for eDiscovery searchasd can be automatically retained or deleted with a retention

policy.

7. Content created byCopilot Pagesis stored in a user-owned SharePoint Embedded container (one per user). As with other files in Shane®, this
Copilot-related content is accessible for eDiscovery searches and can be automaticaftlretained or deleted with a retention policy.

T httos.//learn.microsoft.com/ en-us/copilot/microsoft-365/microsoft-365-copilot-archi tecture-data-protection-auditing




Thank you!
Time for a short Q&A
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