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Teamleader M365 & Power Platform Microsoft MVP in
@ redIT Services AG M365 Copilot

Speaker | Blogger MAS in Business- and
IT-Consulting
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c Fundamentals

Few standard features of
Copilot in SharePoint
Online

Al is becoming more and
more accessible - it needs
use cases and control

Microsoft is fully
committed to Copilot
Agents - the possibilities
are diverse and complex

SharePoint sites and
content are used as a data

source for Copilot (agents)
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$30 per user/month

Standard Copilot features
within SharePoint

Unlimited Copilot Agents can
be created and managed

Limitation: No external data
platforms (SharePoint and web

only)

Pay-as-you-go

Users without a Copilot license
can create Copilot Agents

SharePoint sites and content as
data sources

Monthly billing according to
usage

Azure Subscription und Azure
Resource Group

$3 per user/month

Advanced governance and
security features

More control over contentin
SharePoint and OneDrive

Direct influence on search
behavior of M365 Copilot
Business Chat
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Create a SharePoint Page or
News post with Copilot

Start with Prompt or a Copilot
template

Preview feature

c M365 Copilot in SharePoint

Writing Initial Text Manually

Copilot helps in the
formulation of the text

Automatically rewrite or
adjust

Generates design ideas for
SharePoint pages

Some limitations

Suggestions only for new,
empty sections

No initial design suggestions
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Copilot Agents in SharePoint

= There are two types of Copilot agents in
SharePoint:
= The «out-of-the-box» Agent
= |Individual, self-created agents

= Default agent per SharePoint site

= Custom agents with content from one or more
SharePoint sites

= Agents can't use data from SharePoint lists as
sources

= Publish and use in Microsoft Teams




The «out-of-the-box» Agent o "Nl
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In every SharePoint site, Includes all content

Copiloticon in the top including the document

right corner library of the SharePoint
site

Default agent can't be
customized or shared
across teams




SharePoint Agents

@ Advanced Editing

Your own Al assistant

Microsoft® .
Most Valuable SharePoint Agents can be further

Create your own SharePoint agent with just

Professional

edited in Copilot Studio one click at the desired location

Location/Storage Configuring an Agent

SharePoint Agents are stored either in the |dentity, resources and behavior of the

Document Library or in the Site Assets agent can be edited in the simplest way

Governance Publishing an agent

1. Inheritance of access permissions SharePoint Agents can be published in

2. Only one agent per Teams release Teams chats or in Teams meetings

3. Edit and delete chat history



Onboarding Agent f. Helpdesk Agent ﬁ Sales Agent ﬁ

Helps new hires get up to speed quickly Assist with support by navigating through Can help analyze sales data or reuse
and provides important information such product descriptions, support successful presentations.
as training materials or guidelines. documentation, and resources, helping the

agent resolve issues faster.

Knowledge Management Agent ﬁ

Provides a one-stop shop for all
knowledge resources and answers
questions about internal processes,
policies, and best practices stored in
various libraries.

Use Case Examples

Project Management Agent %

Provides information about projects,
identifies project status, and assigns tasks
by accessing data from the project team's
document library.
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Add-on for SharePoint
designed specifically for
the introduction of M365
Copilot

Additional Data
Governance Capabilities
and Services

Was announced at 2023
MS Ignite as "SharePoint
Premium" with more
Copilot features

2 Governance pillars:

Data quality
Data security




Data Quality vs. Data Security
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Data security

Prevention of "content sprawl"
Structure data, reduce storage locations and space,
eliminate security risks

Site Ownership Policy
Periodic review of the owner of SharePoint sites

Inactive Sites Policy
Set inactivity criteria and notify website owners by
email when they are inactive

Al Insights
LLM-based reporting for governance issues and
generated recommendations

Content Lifecycle Management
Reports on activity and history of changes in
SharePoint sites

Block downloads (PowerShell)
Users only have browser access and cannot
download, print or synchronize files

Restricted Access Control
Policy to make SharePoint sites available only to
certain Security Groups or M365 Groups

Restricted Content Discovery (PowerShell)
Undetectability of sites in Search and Copilot with risk
of poor search/answer quality

Conditional Access Policy for Pages (Entra ID)
Access policies to individual sites using
authentication contexts from Entra ID

Data Access Governance Reporting
Reporting for potential oversharing and sensitive
content and policy suggestions
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c Thank you very much!

Fabio Bonolo
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Microsoft Most Valuable Professional in M365 Copilot
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() fb@fabiobonolo.com
) @fabiobonolo

‘-—‘

https://www.fabiobonolo.com/
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Follow me on m
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