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Once upon a time…

Fabric Administrator
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Takeaways

• Understand the features and configurations available in 
Fabric from an administrator’s perspective

Features & 
Configurations

• Understand the best practices while administering FabricBest Practices

• Have enough experience with the above to be able to 
apply it when you return to your officeApplicable
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Typical tasks of an admin

• Admin Portal

• Tenant settings

• Governance & Auditing

• Gateways & Data Sources

• Capacity & Monitoring

• (Usage of) Licensing

• Fabric External tools (PBID

• Govern integration w/ 365 apps

• Power Platform integrations 
(governance)

• Increasing adoption

• Training users

• Fabric Usage & Adoption

• Fabric Center of Excellence

• General branding/theming 
guidelines
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Typical tools of an admin
 Fabric (Admin) Portal

 Admin Monitoring

 REST APIs (Power BI & Fabric)

 Built-in & External tools
 (Performance analyzer, DaxStudio, ALM Toolkit, Tabular Editor)

 Power Platform Admin Center

 Power Platform automations

 Microsoft 365 Admin Center

 Security & Compliance Center

 Azure Portal
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Nicky van Vroenhoven

Unit Lead Fabric & Power BI

/nicky-van-vroenhoven

/NickyvV
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/in/nickyvanvroenhoven

Data Platform MVP
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Topics

• The Power BI Fabric Admin role

• Admin portal & Tenant settings

• Collaboration and sharing

• Power Platform

• Monitoring & Automation
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Complete
Analytics 
Platform

Everything, unified

SaaS-ified

Secured and governed

Lake Centric 
and Open

OneLake

One copy

Open at every tier

Empower 
Every Business 
User

Familiar and intuitive

Built into Microsoft 365

Insight to action

AI
Powered

Copilot accelerated

Gen AI on your data

AI-driven insights

Microsoft Fabric
The data platform for the era of AI
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Secure and govern your data in Microsoft Fabric

Manage your
data estate

Secure, protect
& comply

Encourage data
discovery, trust, and use

Monitor, uncover 
insights and act

Create a logical data mesh with 
domains to simplify management 
and increase data usage

Secure inbound and outbound 
network connections

Manage, catalog, and discover 
data in a logical, searchable 
data hub

Track metrics important to 
admins such as usage, billing, 
and access

Gain fine-grained control over 
your tenant, capacity, and 
workspace settings

Ensure only the right people 
have access internally

Endorse and enrich high-quality 
data to create & promote curated, 
discoverable sources of truth

See relevant insights about 
sensitive data and item 
endorsement

Maintain compliance with the 
strictest requirements

View the lineage for data items 
to identify origin and find other 
relevant sources

Give users the ability to closely 
monitor their Fabric activities
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Governance and security features built into Fabric

Manage your 
data estate

Admin portal and APIs

Metadata scanning

Capacities

Domains

Workspaces

Secure, protect,
and comply

Fabric inbound and 
outbound security

Conditional access

Fine-grained security and 
access controls

Workspace & item security

Purview sensitivity labeling 

Certifications

Data residency

Purview Audit 

Encourage data 
discovery, trust, and use

OneLake data hub

Endorsement

Data lineage & impact 
analysis

External data sharing

Metadata curation

Discover & Reuse

Monitor, uncover 
insights, and act

Admin monitoring

Capacity metrics

Monitoring hub

Purview Hub 

Fabric 
metadata

Advanced 
Govern

and secure 
Fabric data

Estate-wide governance 
and security with 

Microsoft Purview

Comprehensive 
data security1

Federated data 
governance1

Risk & compliance 
posture1

Gain full visibility and control
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Gain full visibility and control
Governance and security features built into Fabric

Manage your 
data estate

Admin portal and APIs

Metadata scanning

Capacities

Domains

Workspaces

Secure, protect,
and comply

Fabric inbound and 
outbound security

Conditional access

Fine-grained security and 
access controls

Workspace & item security

Purview sensitivity labeling

Certifications

Data residency

Purview Audit 

Encourage data 
discovery, trust, and use

OneLake data hub

Endorsement

Data lineage & impact 
analysis

External data sharing

Metadata curation

Discover & Reuse

Monitor, uncover 
insights, and act

Admin monitoring

Capacity metrics

Monitoring hub

Purview Hub 

Fabric 
metadata

Advanced 
Govern

and secure 
Fabric data

Estate-wide governance 
and security with 

Microsoft Purview

Comprehensive 
data security1

Federated data 
governance1

Risk & compliance 
posture1
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What is a Power BI Fabric Admin?

 Business, empowerment <> governance

 Support business users while being in compliant with policies

 Part of Center of Excellence
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From Power BI to Fabric Admin?
What has (not) changed?!

 Fabric is a Unified, SaaS Data Platform >  One Lake to rule them all

 Power BI is now part of Fabric (with more workloads)
 But Power BI itself didn’t change (much)

 Core concepts of governance from Power BI are still applicable
 Tenant

 Capacities

 Domains (New)

 Workspaces

 New Fabric Items always require a capacity
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Power Platform Administrator

Fabric (Power BI Service) 
Administrator

Gateway Administrator

Capacity 
Administrator

Domain 
Admin

Workspace 
Admin

What is a Fabric Admin?
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The Fabric Admin Role

 Azure Active Directory Microsoft Entra ID Role Assignment
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The Fabric Admin Role

 Azure Active Directory Role Assignment
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The Fabric Admin Role

 Azure Active Directory Role Assignment
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The Fabric Admin Role

 Admins can also view license assignments
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Topics

• The Power BI Fabric Admin role

• Admin portal & Tenant settings

• Collaboration and sharing

• Power Platform

• Monitoring & Automation
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Admin Portal

 Access granted for:
 Global Admin
 Power Platform Administrator
 Fabric Administrator

 Access cannot be delegated
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Tenant Settings

 Access = Admin Portal
 Controls tenant level operations
 Provides for granular settings
 Create groups for every setting (you 

want to customize)



NickyvV.com

Tenant Settings

 Document
 Why, and communicate!

 Manually

 Power Automate Desktop

 ListTenantSettings API

By Kurt Buhler
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Fabric Tenant Settings APIs

 ListTenantSettings
▪ Document settings for audits

▪ Tracking changes 

▪ Share with non-Admin users

 ListTenantSettingOverrides
▪ Increased visibility and Security 

▪ Aids in troubleshooting

Source: Microsoft Fabric Monitoring Tenant Settings by Romain Casteres | LinkedIn

https://www.linkedin.com/pulse/microsoft-fabrics-monitoring-tenant-settings-romain-casteres/
https://www.linkedin.com/in/casteres/
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Tenant Settings

 Document
 Why and communicate!

 Change notification
 Set up email alerts when a setting is changed with Defender for Cloud Apps

https://www.coatesdatastrategies.com/blog/how-to-be-alerted-when-power-bi-tenant-settings-change
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Tenant Settings

 Document
 Why and communicate!

 Change notification
 Set up email alerts when a setting is changed with Defender for Cloud Apps

https://www.coatesdatastrategies.com/blog/how-to-be-alerted-when-power-bi-tenant-settings-change
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Tenant Settings

Check the defaults:
 Some are on by default, some are off
 Follow company policy

 Export and sharing settings
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Topics

• The Power BI Fabric Admin role

• Admin portal & Tenant settings

• Collaboration and sharing

• Power Platform

• Monitoring & Automation
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Collaboration and sharing

• Domains

• Workspaces
• My Workspace

• Apps
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It's called My Workspace for a reason!

 It’s for personal use only
 Rather: create a shared workspace [Nicky’s workspace]

 Released in 2023:
 My workspace governance improvements
 Fabric Admins can now add (and remove) themselves as admin of

[My workspace]
 Exposed via Activity Log: AddAdminPersonalWorkspaceAccess

https://powerbi.microsoft.com/en-us/blog/announcing-my-workspace-governance-improvement-public-preview/
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Topics

• The Power BI Fabric Admin role

• Admin portal & Tenant settings

• Collaboration and sharing

• Power Platform

• Monitoring & Automation
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Why Power Platform?

 Power Platform Admin access

 Use cases for automation or integration
o Write-back in Power BI

o Start a Flow with a button in Power BI

o Dataflow refresh completes > Power BI refresh

 Data Loss Prevention Policies
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Power Platform Admin Center

 Restricted access for Fabric Admins
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Power Platform Admin Center

 Restricted access for Fabric Admins

 Gateway & data source management (now also in Fabric)
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Power Platform Admin Center

 Restricted access for Fabric Admins

 Gateway & data source management (now also in Fabric)

 Data Loss Prevention Policy
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Topics

• The Power BI Fabric Admin role

• Admin portal & Tenant settings

• Collaboration and sharing

• Power Platform

• Monitoring & Automation
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Jobs Monitoring

Monitoring scenarios in Fabric (out-of-the-box)

Monitor overall Fabric health and 
track performance of data assets 
across the system

Monitor capacities and 
optimize/allocate consumption

Usage, Adoption & 
Performance

Manage jobs across my Fabric 
artifacts

Consumption & 
Resource Utilization

Fabric Monitoring HubCapacity Metrics App Admin Monitoring
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Capacity Metrics App
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Capacity Metrics App
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Capacity Metrics App
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Monitoring & automation

 Monitoring
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Admin Monitoring (Preview)

Out-of-the box insights for 
Fabric admins for effective 
governance
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Admin Monitoring (Preview)

What’s Available Now?

• Feature usage & adoption report - Target 
governance & compliance:
✓Top-down 28-day snapshot view​
✓Fabric adoption trends

• Purview hub report​ - Track endorsement & 
sensitivity labels in Fabric
✓Drive adoption for information protection & endorsement certifications​

• Semantic model - Optimized for reuse and 
flexibility
✓Metadata Dimensions ​
✓Fact tables ​
✓Ability to bring in additional data

What's next?

• More Insights​
✓Content sharing insights (private preview)​
✓Tenant-level report usage insights

✓Who has access to what​
✓Item inventory report – size, utilization, 

job/refresh metrics and data lineage​

• Increased Retention​

• Capacity metrics in Admin monitoring
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Admin Monitoring

Manage licenses and associated costs
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Default semantic model

Data model is reusable 
and extendable for 
custom reporting
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Custom semantic model

Custom tables:

 Activity Map

 Departments

 Licenses
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Monitoring & automation - manual

REST API’s
 Power BI & Fabric

 Enhanced visibility into user access 
and permission levels

 Retrieve user and permission 
information for most Fabric assets

CLI

 Fabric Command Line Interface
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Manual monitoring - GetActivityEvents API

Designed for Fabric Admins to track user 
activities for governance and management 
purposes.

Main use cases are: 
✓ Audit and compliance tracking 

✓ Security Monitoring 

✓ Usage and Adoption Insights

✓ Optimization and Cost Management

Retention is 30 days: 

so start collecting your data! 
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Manual monitoring - Scanner APIs
 Read-only APIs used to scan full 

metadata including item identity, 
owner, workspace, sensitivity label, 
endorsement, lineage, etc.

 Robust enterprise capabilities like 
authentication using service principal
and incremental scans

 Main use cases:

✓ Inventory Management: Discover 
and catalog workspaces and items

✓ Security and Compliance Auditing: 
Scan and analyze access permissions, 
sharing settings, and compliance 
status

✓ External Integration: Used for 1st

party and 3rd party governance tool 
integration

FUAM on GitHub

https://github.com/microsoft/fabric-toolbox/blob/main/monitoring/fabric-unified-admin-monitoring/
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Manual monitoring - FUAM

 Fabric Unified Admin Monitoring

 Solution accelerator for Fabric 
platform admin monitoring

 Integrates and extends existing 
monitoring items

 Build with pipelines and 
notebooks
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Manual monitoring - FUAM

Getting started:

 Fabric Administrator rights

 Service Principal

 How to deploy FUAM

https://github.com/microsoft/fabric-toolbox/blob/main/monitoring/fabric-unified-admin-monitoring/how-to/How_to_deploy_FUAM.md
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Call To Action

 Go through, export, and document your Tenant 
settings

 Get started with monitoring your environment
❑ Extract your Activity log
❑ Check your Capacity Metrics App
❑ Check the Admin Monitoring workspace
❑ With Fabric: Setup FUAM
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Thank you!


	TItle
	Slide 1: A Day In The Life of  a(n Accidental) Power BI  Fabric Administrator
	Slide 2: Once upon a time…
	Slide 4: Takeaways

	Who are you
	Slide 5: Typical tasks of an admin
	Slide 6: Typical tools of an admin
	Slide 8: Nicky van Vroenhoven
	Slide 11: Topics

	Content
	Slide 12
	Slide 13: Secure and govern your data in Microsoft Fabric
	Slide 14
	Slide 15: Gain full visibility and control

	Admin Role
	Slide 16: What is a Power BI Fabric Admin?
	Slide 17: From Power BI to Fabric Admin? What has (not) changed?!
	Slide 18: What is a Fabric Admin?
	Slide 20: The Fabric Admin Role
	Slide 21: The Fabric Admin Role
	Slide 22: The Fabric Admin Role
	Slide 23: The Fabric Admin Role

	Admin Portal & Tenant settings
	Slide 24: Topics
	Slide 25: Admin Portal
	Slide 27: Tenant Settings
	Slide 28: Tenant Settings
	Slide 29: Fabric Tenant Settings APIs
	Slide 31: Tenant Settings
	Slide 32: Tenant Settings
	Slide 34: Tenant Settings

	Adoption
	Slide 35: Topics
	Slide 36: Collaboration and sharing
	Slide 37: It's called My Workspace for a reason!

	Power Platform Admin
	Slide 42: Topics
	Slide 43: Why Power Platform?
	Slide 44: Power Platform Admin Center
	Slide 45: Power Platform Admin Center
	Slide 46: Power Platform Admin Center

	Monitoring & automation
	Slide 47: Topics
	Slide 48: Monitoring scenarios in Fabric (out-of-the-box)
	Slide 50: Capacity Metrics App
	Slide 51: Capacity Metrics App
	Slide 52: Capacity Metrics App
	Slide 53: Monitoring & automation
	Slide 54: Admin Monitoring (Preview)
	Slide 55: Admin Monitoring (Preview)
	Slide 58: Admin Monitoring
	Slide 59: Default semantic model
	Slide 61: Custom semantic model
	Slide 67: Monitoring & automation - manual
	Slide 69: Manual monitoring - GetActivityEvents API
	Slide 70: Manual monitoring - Scanner APIs
	Slide 71: Manual monitoring - FUAM
	Slide 72: Manual monitoring - FUAM

	Summary
	Slide 75: Call To Action
	Slide 79: Thank you!


